Quantum Cryptography and Quantum Computers: 

The computer revolution was based on tools - transistors - that were developed using quantum physics. These devices process information in classical ways. If we didn’t mind huge slow devices, we could make them out of classical tools like vacuum tubes or beads on a wire. Quantum cryptography and quantum computing use quantum physics in a much deeper way. They process information according to quantum rules, which are fundamentally different from classical rules.

Introduction

We will be looking at two quantum information technologies - quantum cryptography and quantum computing. What do these two technologies deal with? 

1) Cryptography is about 

a) manipulating information 
b) transmitting information 
c) storing information.

2) Computing is about

a) manipulating information 
b) transmitting information 
c) storing information

3) Both of these technologies depend on quantum physics. What fundamental concepts of quantum physics were explored in the resource on the double-slit experiment?

a) measurement-disturbance and many worlds

b) wave-particle duality and the Bohm wave-guide

c) many worlds and the Bohm wave-guide

d) measurement-disturbance and wave-particle duality

Wave-particle duality means that quantum objects can be in two places or two states at one time – they are in a superposition. In the double slit experiment, we got an interference pattern because the object was in a superposition of the possibility of going through one slit or the other one. Superposition is essential for quantum computing. Measurement-disturbance is essential to the development of quantum cryptography. 

Both technologies also require a third fundamental concept – entanglement. If two or more quantum objects are entangled, they act as if they are one system even if they are very far apart. 

Cryptography

One method of cryptography requires that you and your partner have a long identical, random key (set of 0’s and 1’s) that you can use to encrypt and then decrypt your message. The key must be as long as your message and can only be used once. In the past, couriers with briefcases locked to their wrists, physically carried these keys to where they were needed. 

Quantum physics can provide these keys. First, only quantum physics allows you to generate truly random keys. Secondly, it allows you to transmit these keys securely and this technology is already commercially available. The keys are transmitted by entangled photons. Each photon encodes one bit of information - a zero or a one - through its state of polarization. 

4) A photon has passed through a vertical polarizer. It now heads towards a second one. What are the chances that the photon will be able to pass through it?

a) 0% if it is vertical and 100% if it is horizontal

b) 100% if it is vertical and 0% if it is horizontal

c) 50% if it is vertical and 50% if it is horizontal

d) 100% if it is vertical and 100% if it is horizontal

5) A photon has passed through a vertical polarizer. It heads towards a second one. What are the chances that the photon will be able to pass through it?

a) 0% if it is +45( and 100% if it is -45(
b) 100% if it is +45( and 0% if it is -45(
c) 50% if it is +45( and 50% if it is -45(
d) 100% if it is +45( and 100% if it is -45(
6) A photon has passed through a vertical polarizer. It then passed through a +45( polarizer. What are the chances that the photon will be able to pass through a third one?

a) 0% if it is vertical and 100% if it is horizontal

b) 100% if it is vertical and 0% if it is horizontal

c) 50% if it is vertical and 50% if it is horizontal

d) 100% if it is vertical and 100% if it is horizontal

Rather than using a filter that stops some of the photons, quantum cryptography uses analysers that split the photons into two groups. 

There are a few rules that the entangled photons follow. Each photon’s polarization will be the same as the other’s if it is measured in the same basis. This is where entanglement is used. If the basis is different by 45(, there is a 50-50 chance of the photon being polarized one way or the other. Furthermore, the photon is now changed. If it next heads towards a polarizer with the same basis as its partners, there is a 50% chance - not 100% - that it will be the same. This is where the measurement-disturbance is used.

In the vertical/horizontal basis a vertical photon represents a 1 and a horizontal photon represents a 0. Similarly, in the +/- 45( basis, a 1 is represented by +45( and a 0 by –45(.

If Eve tries to eavesdrop she will get caught, no matter how careful she is. She doesn’t know what basis to use. Suppose a vertical photon was sent and she chose diagonal polarizers. The value she gets is random and she will send Bob a diagonal photon, not a vertical one. If Bob uses the correct basis, he might get a horizontal photon instead of vertical one and Eve will be detected.

7) Suppose Eve intercepted 16,000 photons. How many times will she get caught?


a) 8,000
b) 4,000
c) 2,000
d) 1,000 

Quantum Computing

Quantum computation is fundamentally different from classical computation. Our present computers store information in bits, which can be either a 0 or a 1. 
A quantum computer stores information in qubits. These can be both a 0 and a 1 because quantum objects can be in a superposition of two states at one time. 

There are many ways of storing information in qubits. Three common ones are as the polarization state of photons, the spin of nuclei and the energy levels of electron.

The real power comes when you have entangled qubits. Three qubits can be in all the possible bit combinations at once; 000, 001, 010, 011, 100, 101, 110 and 111. That’s eight pieces of data - not three. 

8) Roughly, how many bits can you store with 20 qubits? 

a) 1,000

b) 10,000

c) 100,000

d) 1,000,000 

A quantum computer will be able to do certain tasks that are essentially impossible for a classical computer. For example: simulate quantum systems, make efficient search engines, factor really big almost prime numbers. Note that the last ability is why we need quantum cryptography!

To get a feeling for how quantum computation is fundamentally different from classical computation, we are going to look at quantum Tic-Tac-Toe. Classical Tic-Tac-Toe is trivial once you have analyzed it. This game can be used to illustrate superposition, many simultaneous games, entanglement, measurement-disturbance, random classical results and weird quantum behavior. 

The Rules of Quantum Tic-Tac-Toe are as follows. In a turn, the player chooses two possible spots each turn- a superposition of choices. If there is more than one possibility in a square, then these are entangled, because only one mark can classically end up there and the others must be elsewhere. Once entanglement is cyclic, there will be a measurement and the superpositions collapse to random classical states. The end results of a quantum Tic-Tac-Toe game can be classically ‘weird’ or impossible. For more information go to http://www.paradigmpuzzles.com/QT3Play.htm 

