Cryptography and Polarized Photons

This lesson assumes that the students are familiar with how photons can be polarized and how the results become random if the basis of measurement is changed. The answers are in bold.

1) To send a message we will first translate the letters of the alphabet from A, B, C to a binary basis. A space will be 00, A is 01, B is 10, C is 11 etc. Write the binary code for the rest of the alphabet.

Space
00000

A 
00001

B 
00010

C
00011

D
00100

E
00101

F
00110

G
00111
H
01000

I
01001

J
01010

K
01011

L
01100

M
01101

N
01110

O
01111

P
10000

Q
10001

R
10010

S
10011

T
10100

U
10101

V
10110

W
10111

X
11000

Y
11001

Z
11010

2) In order to know when each new letter starts we will add leading zeros, so that each binary version has 5 digits. It requires 5 bits of information. Add these to your table above.

3) Translate the word ‘physics’ into this binary code. How many bits does it require? 

10000 01000 11001 10011 01001 00011 10011, it needs 5 x 7 = 35 bits.

4) We will encrypt the word using a ‘key’. The key must be as long as the message and only used once or else it will show patterns that will allow a very clever person to crack it. How many different 35-bit keys are there? (235 = 1024 x 1024 x 1024 x 32 = 3.435973837 x 1010.)

5) Suppose that the key is just 10101 10101 11111 00000 11111 01010 01010. You encrypt the message by adding the key to the message. The rules are just slightly different from regular addition. As you might expect, 0+0 = 0, 0+1 = 1 and 1+0 = 1. However, 1+1 = 0 and there is no carrying over to the next column. Add the key to the word physics to form the encrypted message.

10000 01000 11001 10011 01001 00011 10011
physics

        
+
10101 10101 11111 00000 11111 01010 01010
uu? ?jj



00101 11101 00110 10011 10110 01001 11001
e?fsviy
6) The message can be decoded by performing the same type of addition with the same key. Prove it. 



00101 11101 00110 10011 10110 01001 11001
e?fsviy


+
10101 10101 11111 00000 11111 01010 01010
uu? ?jj



10000 01000 11001 10011 01001 00011 10011
physics
7) An encrypted message reads 01101 00111 10000 00000 11100 01100 10111; Search through the available keys provided and try to decode the message. The first person to decode the message correctly, wins. 

11001 01111 10101 00000 10111 01001 01110
the message reads ‘you win’

10100 01000 00101 00000 01011 00101 11001
the key reads ‘the key’

01101 00111 10000 00000 11100 01100 10111
the encrypted message reads ‘mgp ?lw’
A clever student will watch out for numbers above 11010 and realize that they are wrong.

8) The problem with the above method of encryption is that the sender and receiver have to have access to the keys without anyone else getting hold of them. One way around this has been to make the keys from large numbers that are the product of two prime numbers. You can publicly hand out your key to anyone who might want to send you a message. They use this number to encode the message, but the decoding requires using one of the factors. To see how factoring and multiplying are very different

a) multiply the following numbers:
 11 x 13 = 143 , 
37 x 47 = 1739, 
17 x 31= 527 

b) find the factors of the following numbers:
8099 (89 x 91), 1311 (23 x 57), 
5561 (67 x 83)

9) Regular computers cannot factor huge numbers within the lifetime of the universe, so this makes this system very secure. However, quantum computers can in principle factor these numbers in reasonable time spans. Fortunately, quantum mechanics also provides another way to securely distribute the keys. This uses entangled photon pairs with opposite polarization. 

a) Alice makes entangled photon pairs. She sends one to Bob and keeps the other herself. They have agreed that vertical polarization means 1 and horizontal means 0. If she measures 01011001, what will he measure? 10100110.
b) They could have used filters polarized at +45/-45. In that case +45 is 1 and –45 is zero. Suppose she measures +-+-++---. What does Bob receive in 0’s and 1’s? 010100111
c) This is not secure yet. If Eve intercepted Bob’s photons, she could get the measurement and then send on an identical photon. So, to prevent this Bob and Alice randomly switch their polarizers from +/- to H/V and back. If Alice measures +, what measurement will Bob get if he uses the H/V filters? It will be H half the time and V the other half. There is no way of predicting which it will be. This data needs to be thrown out. 

d) Alice and Bob get on the phone and tell each other what polarization basis they used. Let the H/V polarization be called + (cross) and the +/- 45 be called x. Suppose Alice measured in +x+++x and Bob measured in x++++x. Which pieces of data need to be thrown out? The first and second ones. The remaining measurements form four bits of their key.

e) So far, this just seems like a way to lose data. The power of this technique comes when someone tries to eavesdrop.  Suppose Alice measured H. Eve, like Bob, doesn’t know that she used the H/V system. Suppose further that Eve chose +/- 45. She gets a +. She then sends a + photon to Bob. If Bob chose the H/V basis what should he get from Alice? V. What will he get from Eve? 50% chance of H and V.

f) Bob and Alice can catch eavesdropping by examining part of the good data that forms their key. This part they can compare by phone and then throw it out. If there are errors, then they know that someone has been listening in and they will not use the key but try another transmission. What is that chance that Eve will get caught? Explain how you get your answer. She has a 50% chance of choosing the right basis. In this case she won’t get caught. Half the time she will choose the wrong basis, and half of these times or one quarter overall she will cause Bob to receive the wrong data. She has a 25% chance of getting caught.

10) Role Playing Game


Have volunteers for Alice, Bob and Eve. The other students will act as photon pairs. The three people determine their basis for measurements by flipping a coin. Heads means H/V and tails means +/-. One photon goes to Alice. She measures the photon by having the photon flip a coin. If is heads, it is a 1 in either basis, i.e. an H or +. The photon’s twin goes on to Eve (or on to Bob if Eve chooses to not make a measurement). If the photon is measured in the same basis that Alice used, then the polarization is opposite. Otherwise it is measured as before by flipping a coin. Eve sends the photon on with the original polarization if she used the same basis as Eve or the new value. Then Bob makes a measurement. Repeat this process with at least a dozen photon pairs and then analyse the statistics as follows: 

	Alice 
	
	
	
	
	
	
	
	
	
	
	
	
	

	Bob
	
	
	
	
	
	
	
	
	
	
	
	
	


a) Cross out the data from the mismatched bases. What remains for each?

 
Alice:






Bob: 

b) Translate the key into 0’s and 1’s.

Alice:






Bob: 

c) How many errors are there? 

d) Was there anyone eavesdropping? Justify your answer.

11) Bob and Alice got the following results and then compared states.

	Alice 
	H
	+
	+
	V
	V
	-
	H
	H
	H
	-
	+
	-
	-

	Bob
	V
	-
	H
	V
	H
	+
	V
	+
	+
	-
	V
	H
	+


a) Cross out the data from the mismatched bases. What remains for each?

 
Alice:
H+VV-H--




Bob: V-VH+V-+

b) Translate the key into 0’s and 1’s.

Alice:
11000100




Bob: 00011001
c) How many errors are there? 

Two: the third and seventh are wrong. 

d) Was there anyone eavesdropping? Justify your answer.

Two out of eight is a 25% error rate. Exactly what you expect from an eavesdropper. Throw out the data and try again.

12) Bob and Alice got the following results and then compared states.

	Alice 
	H
	+
	+
	V
	V
	-
	H
	H
	H
	-
	+
	-
	-

	Bob
	V
	-
	-
	+
	V
	H
	V
	V
	-
	H
	-
	+
	H


a) What were their keys after removing the data from the mismatched bases?

Alice: H++VHH+
-



Bob: V - - VVV-+
b) Translate the key into 0’s and 1’s.

Alice: 11101110




Bob: 00000001
c) How many errors are there?

Just one, in the fourth position. 

d) Was there anyone eavesdropping? Justify your answer.

I would test some more before using the key or throwing it out.

13) Go to http://www.paradigmpuzzles.com/. Read the rules for quantum Tic-Tac-Toe and try playing some games. How does this game illustrate some of the key features of quantum physics? Choose three features and describe how they show up in either the two-slit experiment with electrons or in experiments with polarized photons. Describe how they show up in the quantum game and not the classical game of Tic-Tac-Toe.

· The moves are indeterminate. Instead of placing an ‘x’ in a given square, you give it a probability to be in two different squares. This is like the two-slit experiment where an electron doesn’t go through one slit or the other but has a probability to go through either. It is like vertically polarized photon  that has equal probabilities of being polarized in at +45( and at -45( and unequal probabilities of being polarized at 30( and 60.

· The quantum moves may entangle by sharing squares. If X1 and X3 and O2, all have a probability to be in a given square, their fates are connected or entangled. If X1 is measured to be in that square, then X3 and O2 can’t be there, and are therefore definitely found in their other possible squares. The pairs of entangled photons have no specific polarization, but whenever the polarization is measured, the pairs match.

· Eventually, the probabilities collapse to consistent classical results. In the real world this collapse of the possibilities occurs when a measurement is made. Before measurements, the electron has no specific location and the photon has no specific polarization. After measurement, they have specific values. Similarly, in the game an ‘x’ is found in one square or another after the player chooses which outcome happens. A more realistic version would have you flip a coin, but it wouldn’t be as much fun to play. Too much chance and too little skill. 

· After a measurement, we always find the quantum object in a specific discrete state, e.g. the electron is found in a definite position at the screen in one of the maxima bands. Similarly the photon is polarized either in one direction or at 90( to that. Regular Tic-Tac-Toe already has quantized states, so this aspect is not that different. However, a quantum pool game would be really strange.

· When the states collapse in this game, there isn’t a linear progression in time of one move after another. There is no clear cause and effect. These instantaneous collapses appear to violate relativity or local reality like the EPR ‘paradox’.  

· Bell’s inequality predicted very different statistics for the quantum and the classical models. Our classical view of electrons predicts very different distributions on the detection screen. Similarly, you can get results that would not occur in a classical game. You can have both players win or even the same player win twice! The final boards do not look like boards played by classical rules. They don’t call for any illegal moves - just incredibly stupid moves. For example, suppose the board has x winning on her third turn. Why wasn’t the third square taken by O on his second turn? This is like the different statistics of Bell’s inequality predicted for the polarized photons.
· The quantum game is much more complicated. Classical Tic-Tac-Toe is so simple - it is boring. What strategy do you use to win the quantum game? A classical computer can easily handle classical Tic-Tac-Toe but will have problems with the quantum version, especially if you go to larger boards. A quantum computer will not have this problem.
The next two pages contain the keys for question #7. Photocopy the pages and cut the keys into separate strips. Several are correct. They are the ones with 00000 - a space - in the middle.

11001 01011 00101 00100 11001 00101 11001

00101 11001 00101 00001 01011 00101 11001

11001 00101 11001 10000 01011 01011 00101

10100 01000 00101 00000 01011 00101 11001

00101 01000 00101 01000 11001 01011 11001

11001 00101 00101 11000 01011 00101 00101

00101 01000 00101 00011 01011 01011 00101

11001 00101 00101 01110 01011 00101 11001

10100 00101 11001 11110 01011 01011 11001

10100 01000 00101 00000 01011 00101 11001

10100 00101 00101 00100 01011 00101 11001

00101 01000 00101 11111 11001 01011 00101

10100 01000 00101 00000 01011 00101 11001

01000 11001 00101 01011 01011 00101 11001

10100 01000 00101 00000 01011 00101 11001

00101 01000 01000 01010 10100 00101 01011

10100 01000 00101 10001 01000 10100 11001

10100 01000 00101 00000 01011 00101 11001

00101 01000 00101 10010 01011 00101 01000

10100 01000 00101 00000 01011 00101 11001

11001 01000 00101 01100 01000 00101 11001

10100 00101 01000 00011 01011 01011 00101

10100 01000 00101 00000 01011 00101 11001

11001 01000 00101 11100 10100 01011 11001

10100 01000 11001 11100 10100 01011 11001
